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ABSTRACT

Convolutional neural networks (CNNs) have revolutionized computer vision, achieving human-
level performance on various tasks. However, their vulnerability to adversarial attacks raises
concerns about their robustness and reliability. This thesis investigates the relationship be-
tween the adversarial robustness of CNNss and their ability to model primate vision. Build-
ing upon previous studies, we utilize a more controlled dataset and incorporate both neu-
ral monkey data and human behavioral data to assess the alignment between robust CNNs
and primate visual perception. We find that robust CNNs, trained using adversarial training
methods, align better with neural responses in the primate visual cortex. Our findings suggest
that adversarial robustness is a crucial factor in developing CNNs that accurately model bio-
logical vision and offer insights into the neural mechanisms underlying visual perception in
primates. Additionally, we find that attack images made from robust models are considered
more realistic attacks for primates. Notably, one robust neural network in our study is more
correlated to monkey neural data than the monkey is correlated to human data, underscoring
the capability of CNN's to reach primate-level performance adversarial tasks.
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Introduction

Artificial neural networks (ANNs), computational models inspired by the networks of neu-
rons in the brain, have a rich history dating back to the mid-20th century. Pioneering work
by McCulloch and Pitts in the 1940s** laid the groundwork with their mathematical mod-
els of neurons capable of performing logical operations. This was followed by Rosenblatt’s

perceptron* in the 1950s, 2 model designed to mimic the learning process of neurons.



The development of ANNs has always been intertwined with advancements in neuro-
science. For instance, the concept of Hebbian learning, which describes how connections
between neurons strengthen with repeated activation, has been influential in shaping learn-
ing algorithms for ANNs. While early ANNs were relatively simple, the advent of deep learn-
ing in recent decades has led to the development of highly complex architectures capable of
tackling intricate tasks like image recognition and natural language processing.

The study of biological vision, particularly in primates, has also played a crucial role in
shaping the development of ANNSs for visual tasks. Convolutional neural networks (CNNs),
for example, were heavily influenced by the hierarchical structure and feature extraction mech-
anisms observed in the visual cortex.

In this thesis, we investigate the relationship between biological and artificial vision, ex-
ploring how insights from neuroscience can inform the development of more robust and
brain-like ANNSs. By examining the vulnerabilities of current models, such as their suscepti-
bility to adversarial attacks, we aim to pave the way for future advancements in both artificial

intelligence and our understanding of the brain.

1.1 THE AIMS OF THIS THESIS

Convolutional neural networks (CNNs) have undeniably revolutionized computer vision,
achieving performance equal to or even surpassing that of primates in various tasks. How-
ever, a critical vulnerability remains: CNNs are susceptible to adversarial attacks, often suc-
cumbing to subtle image perturbations that are imperceptible to humans. This susceptibility
raises significant concerns about the reliability and safety of CNNs in real-world applications,

particularly those where they are intended to model or even replace human vision.



Studies on large datasets have demonstrated the potential to train CNNs to be more ro-
bust against these attacks*7, even reaching a level of robustness exceeding that of primate vi-
sion'”. Furthermore, research suggests that adversarial attacks crafted on these robust CNNs
are more effective at fooling primate vision*, implying that such robust models may better
capture the nuances of biological visual processing.

However, these findings have primarily been observed in large-scale, multi-class classifi-
cation tasks. The question remains: do these results hold true in more controlled settings,
such as binary classification tasks? By focusing on a binary task, we can eliminate potential
confounding factors associated with multi-class scenarios, such as misclassification due to the
sheer number of categories or the presence of covariants. This controlled approach allows for
a more rigorous investigation into the fundamental relationship between adversarial robust-
ness and the ability of CNNs to model primate vision.

This thesis aims to reproduce and extend the findings of Gaziv et al. > by evaluating the
adversarial robustness of various CNN training methods on a controlled, binary image clas-
sification task (human vs. monkey faces). We will investigate the alignment between robust
CNNs and primate visual perception using both neural (macaque) and behavioral (human)
data, examining the impact of attack direction (human-to-monkey vs. monkey-to-human)
and different adversarial attack methods. Additionally, we will analyze the underlying fac-
tors contributing to the observed differences in adversarial robustness between CNNs and
primate vision.

This thesis contributes to the field of computer vision by advancing our understanding
of adversarial robustness in controlled settings. Specifically, by focusing on a binary image

classification task, we provide a more rigorous examination of the factors influencing the sus-



ceptibility of CNNGs to adversarial attacks. By integrating neural and behavioral data from
both macaques and humans, we offer valuable insights into the relationship between robust
CNNs and primate visual perception, potentially informing the development of more bio-
logically plausible and resilient artificial vision models. Additionally, our findings have prac-
tical implications for the deployment of CNN's in real-world applications, particularly those

where robustness to adversarial attacks is critical for safety and reliability.

1.2 THE STRUCTURE OF THIS THESIS

This thesis is structured as follows: First, we establish foundational concepts by reviewing
relevant literature on biological and artificial vision, deep neural networks (DNNs), and ad-
versarial attacks. We then detail our methodology, including the datasets, models, training
procedures, adversarial methods, and evaluation metrics employed in our experiments. Next,
we present our results, focusing on the reproduction of previous findings, the generation and
evaluation of adversarial images on various CNNS, and the comparison of these results to pri-
mate neural and behavioral data. Finally, we discuss the implications of our findings, address

limitations, and propose future research directions.



Foundational Concepts

This chapter presents a broad literature review covering the main pillars of this thesis.



2.1 Brorocicalr VisioN

2.1.1 PRIMATE VisuAaL SYSTEM OVERVIEW:

The primate visual system processes images through a series of stages, starting from the retina
and ending in the inferior temporal (IT) cortex. This complex system involves many inter-
connected brain regions working together to process visual information.

In the retina, light is converted into electrical signals by photoreceptor cells. These signals
then travel through the optic nerve to the lateral geniculate nucleus (LGN) in the thalamus.
The LGN acts as a relay station, filtering visual information and integrating feedback from
higher cortical areas to focus attention on specific parts of the visual field.

From the LGN, signals go to the primary visual cortex (V1), the first cortical area to get
visual input. V1 extracts basic features like edges, orientations, and spatial frequencies. The
information then flows through several extrastriate visual areas (V2, V3, V4, etc.), each spe-
cializing in processing different aspects of visual information, such as contours, shapes, mo-
tion, color, and form.

Finally, the visual information reaches the inferior temporal (IT) cortex, which is cru-
cial for object recognition. IT neurons are selective for complex visual features and object
categories, and their responses are thought to be the basis of our ability to recognize and cat-
egorize objects. >#3

Studies have shown that the I'T cortex is central to object recognition. The hierarchical
organization of the visual system, ending in the I'T cortex, allows for the creation of increas-
ingly complex and abstract representations of visual information. While early visual areas

extract basic features, the IT cortex integrates these into more sophisticated representations
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that don’t change much with viewing conditions, enabling robust object recognition.

Moreover, research has shown a strong link between IT neuronal activity and behavior.
For example, studies have found that stimulating the I'T cortex can influence face categoriza-
tion’, and temporarily deactivating specific regions within I'T can lead to specific patterns of
object recognition problems®®. These findings highlight the critical role of the IT cortex in

connecting neural representations to visual perception and behavior.

2.1.2 HUMAN vISION v§s MACAQUE VISION

Studies comparing human and macaque vision have shown a lot of similarities in how their
brains process visual information. Using techniques like single-unit electrophysiology and
fMRUI, it has been found that both species have similar retinotopic organization, orientation
selectivity, and motion processing in their visual cortices’°#*5'. They also show similar pat-
terns in visual attention and eye movements.

But there are some important differences too. Human have more photoreceptors in their
retinae, especially cones, which might give us better color vision*s. Also, the size and orga-
nization of some visual areas, like V4 and MT, are different between the two species. This
suggests they might process complex visual features like color and motion differently*”. Be-
havioral studies have also shown that humans generally do better than macaques on tasks
that need higher-level thinking, like recognizing objects and understanding scenes. While
macaque vision is a useful model for understanding human vision, we need to keep these dif-

ferences in mind when interpreting results and trying to apply them to humans.



2.1.3 ROBUSTNESS OF BioLOoGICAL VIsION:

Biological vision, especially in primates, is often seen as the gold standard for robust percep-
tion. Studies have shown that primates excel at recognizing objects even when they change
position, size, or viewpoint”. This robustness comes from the way the visual system is orga-
nized, with information being processed through multiple stages. Each stage extracts more
complex features, ending up in the inferior temporal (IT) cortex, which specializes in rec-
ognizing objects. Studies have measured this robustness in different ways. They have done
psychophysical experiments to see how well primates can recognize objects in different condi-
tions, and they have recorded the responses of individual neurons in the IT cortex to different
stimuli. These studies have shown that I'T neurons can recognize objects under many differ-
ent conditions, which allows for robust object recognition **.

However, recent research has also found some weaknesses in biological vision. For ex-
ample,** found that humans are more affected by spatially correlated noise than by spatially
independent noise. This suggests that our visual system might have trouble processing cer-
tain types of noise. Additionally, Guo et al.” showed that individual neurons in the primate
IT cortex can be fooled by adversarial perturbations, although they’re more robust than stan-
dard DNNGs. This challenges the idea that biological vision is inherently more robust than
artificial vision and suggests that both biological and artificial neural networks might have

similar vulnerabilities.



2.2 BIOLOGICAL AND ARTIFICIAL NEURAL NETWORKS

Artificial neural networks (ANNs) were first inspired by how the human brain works. Early
work by McCulloch and Pitts proposed mathematical models of neurons that could do log-
ical operations®*. This idea was developed further with Rosenblatt’s perceptron*® and the
backpropagation algorithm by Rumelhart, Hinton, and Williams*'. These developments
happened alongside discoveries in neuroscience, like Hebbian learning, which describes how
synapses get stronger with use'. At first, people thought backpropagation wasn’t biologi-
cally plausible, but recent research in deep learning and neuroscience suggests there might be
backpropagation-like mechanisms in the brain through feedback connections*° and cortical
dendrites microcircuits** 3.

ANN:S, inspired by biological neural networks, have shown impressive abilities in various
cognitive tasks. Recent advances in deep learning, including convolutional neural networks
(CNNss), recurrent neural networks (RNNs), and transformer models, have been really suc-
cessful in tasks like image recognition, speech recognition, and natural language processing.
These achievements are often compared to the way the brain processes information in its vi-

sual and auditory cortices™.

2.2.1 PROBING

Probing is a valuable technique used to investigate the internal representations of complex
systems, such as artificial neural networks (ANNs) and the human brain. Originally em-
ployed in neuroscience to understand how the brain responds to various stimuli®**, this
method has been successfully adapted to study artificial intelligence.

In the context of ANNS, probing involves training a simpler model to predict neural
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activity based on patterns within the ANN’s hidden layers*'*. This essentially asks whether
a simple model can decode the complex "thoughts” of the ANN.

A favored approach is linear probing, valued for its simplicity and accuracy. By com-
paring the predictions of the linear probe to actual neural responses, particularly for novel
stimuli, it is possible to assess the alignment between the ANN’s representations and those
of the brain. This offers insights into how well the ANN captures fundamental neural pro-
cesses, a question of interest in fields such as computer vision, where understanding whether

the ANN 7sees” like humans is important.

2.3 DEEP NEURAL NETWORKS (DNNSs) FOR VISION

Deep neural networks (DNNs) have revolutionized computer vision, with convolutional
neural networks (CNNs) becoming the standard for state-of-the-art visual recognition sys-
tems. These systems enable tasks such as image classification, object detection, semantic seg-
mentation, and instance segmentation with unprecedented accuracy.

Inspired by the hierarchical structure of the biological visual cortex, CNNs employ con-
volutional layers to detect local patterns and pooling layers to downsample feature maps, ef-

fectively learning to represent visual information at multiple levels of abstraction’>5:*.

2.3.1  DNN ARCHITECTURES AND TRAINING

AlexNet**, a pioneering CNN architecture, renewed interest in deep learning for image clas-
sification, leading to the development of deeper and more sophisticated models like VGG *,
ResNet*°, and Inception *.

Recent advances in deep learning architectures, such as generative models (e.g., Genera-

II



tive Adversarial Networks (GANs))'7 and vision transformers '°, have further expanded com-
puter vision capabilities, enabling tasks like image generation, style transfer *#, and video syn-
thesis. Despite significant progress, challenges persist, including the need for large labeled
datasets, substantial computational resources, and addressing issues of bias and ethical con-
siderations in real-world applications.

The standard supervised training paradigm, a cornerstone of deep learning in computer
vision, involves training DNN’s on extensive labeled datasets, such as ImageNet. This process
begins by defining a loss function to quantify the discrepancy between model predictions and
ground truth labels. An optimization algorithm, typically stochastic gradient descent with
momentum, is then employed to iteratively refine the model’s parameters, minimizing the
loss function and enhancing classification accuracy. This refinement is usually performed in
batches to manage computational resources eftectively. The trained model’s performance is
then rigorously evaluated on a separate test set to ensure generalization to unseen images, a
critical factor in determining real-world applicability.

A significant advantage of working with DNNs in computer vision is the availability of
open-source, pre-trained models with proven performance on large-scale datasets like Ima-
geNet. These models have learned to extract powerful visual representations from millions
of images, serving as valuable starting points for various computer vision tasks. Through
transfer learning, it is possible to fine-tune these pre-trained models on smaller, task-specific
datasets, often achieving state-of-the-art results with significantly reduced training time and
computational resources. This democratization of access to high-performing models has ac-
celerated research and development in computer vision and made sophisticated visual recog-

nition capabilities more accessible to a wider audience.
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2.3.2 DNNs as MoDELS OF BioLoGICAL VISION

Deep neural networks have emerged as a prominent tool for modeling biological vision, par-
ticularly within the primate visual system. This approach gained traction with the work of
Yamins et al.**, who demonstrated that hierarchical models optimized for object recognition
could effectively predict neural responses in the primate inferior temporal (IT) cortex. This
finding sparked interest in using DNNs to understand the computational principles under-
lying visual processing in the brain.

Subsequent studies have further solidified the role of DNNs as models of biological vi-
sion. Khaligh-Razavi & Kriegeskorte* showed that deep supervised models, could explain
IT cortical representations, highlighting the importance of task-specific training in shaping
neural representations.

Recent advancements in this field include work by Dapello et al.”, who demonstrated
that incorporating a simulated primary visual cortex at the front of CNNs improved their
robustness to image perturbations, suggesting a closer alignment with biological systems.
Kubilius et al.*” showed that shallow recurrent ANNs could achieve brain-like object recog-
nition with high performance, further supporting the use of ANNs as models of biological
vision. Additionally, Schrimpf et al. ** introduced Brain-Score, a platform for evaluating dif-
ferent ANN models based on their similarity to brain responses and behavior, facilitating the
development of more brain-like DNNEs.

The use of DNNs to model biological vision has provided valuable insights into the
neural computations and representations underlying visual perception. While challenges re-
main, the continued development and refinement of these models hold promise for advanc-

ing our understanding of the brain and potentially improving artificial intelligence systems.
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2.4 ADVERSARIAL ATTACKS AND DEFENSES

2.4.1 ADVERSARIAL ATTACKS

The vulnerability of deep neural networks (DNNs) to adversarial attacks has emerged as a sig-
nificant area of research in recent years. Szegedy et al. ¥’ and Goodfellow et al."® were among
the first to demonstrate that DNNs are susceptible to adversarial examples - images with sub-
tle perturbations designed to cause misclassification. These early studies primarily focused
on white-box attacks, where the attacker has full knowledge of the target model architecture
and parameters.

The iterative Fast Gradient Sign Method (iFGSM), developed by Goodfellow et al.**, is
a technique for generating adversarial examples. This iterative process optimizes a small per-
turbation to the input image using gradient information to minimize or maximize an adver-
sarial objective function. The objective function is designed to either reduce the probability
assigned to the correct class (untargeted attack) or increase the probability assigned to a spe-
cific alternative class (targeted attack). This is achieved through gradient descent (for targeted
attacks) or gradient ascent (for untargeted attacks), iteratively adjusting the image’s pixel val-
ues to manipulate the model’s output.

Subsequent research has explored various aspects of adversarial attacks, including their
transferability across different models and effectiveness in real-world scenarios. Papernot et
al.?® investigated the transferability of adversarial examples, demonstrating that attacks de-
signed for one model can often fool other models. Kurakin et al.** extended this work by
showing the feasibility of adversarial attacks in the physical world, raising concerns about the

security of DNN-based systems.
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More recent studies have focused on developing more sophisticated attack methods and
defenses. Carlini & Wagner* introduced a powerful attack algorithm capable of bypassing
many existing defense mechanisms. On the defense side, Madry et al.>* proposed adversarial
training as a method to improve the robustness of DNNs by training them on adversarial

examples.

2.4.2 ADVERSARIAL TRAINING

Adpversarial training has emerged as a key technique to enhance the robustness of deep neural
networks (DNNs) against adversarial attacks. Madry etal. > introduced this approach, which
involves training DNNSs on a mixture of clean and adversarial examples. By exposing the
model to these perturbed inputs during training, it learns to recognize and correctly classify
them, thereby becoming less susceptible to future attacks. This approach has proven effective

in improving the robustness of DNNs across various tasks, including image classification.

2.5 LINKING ADVERSARIAL ROBUSTNESS TO BrorLoGicaL VisioN

2.5.1 ADVERSARIAL ATTACKS ON PRIMATE VISION:

The field of adversarial attacks on primate vision is relatively new but has already yielded
significant insights into the nature of visual perception in both biological and artificial sys-
tems. Early studies like Elsayed etal.'" and Zhou & Firestone*® provided initial evidence that
adversarial images could influence humans, although these studies used perceptually salient
manipulations and focused on time-limited settings.

Yuan et al. >** made a significant advancement by developing a ”gray box attack” method

to create adversarial images that could fool both monkeys and humans in visual categoriza-
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tion tasks. This study demonstrated that primate vision, like artificial neural networks, is
susceptible to adversarial attacks, even when the perturbations are minimal and targeted.

Veerabadran et al.>* further explored this phenomenon, showing that even subtle adver-
sarial perturbations can reliably bias human perception in the same direction as ANNs. They
also found that the effectiveness of these perturbations is influenced by the architecture of the
ANN, with self-attention models being more effective than convolutional models.

These studies collectively challenge the assumption that primate vision is inherently ro-
bust to adversarial attacks and highlight the potential for subtle image manipulations to in-
fluence human perception. They also raise important questions about the similarities and
differences between artificial and biological vision, and the potential implications of adver-

sarial attacks for both fields.

2.5.2 ROBUSTNESS OF BIoLOGICAL vs. ARTIFICIAL NEURONS:

Guo et al."? directly compared the adversarial sensitivity of individual neurons in the pri-
mate inferior temporal (IT) cortex with individual units in state-of-the-art robust DNNE.
They found that while I'T neurons are less sensitive to adversarial perturbations than stan-
dard DNN, they are surprisingly more sensitive than adversarially trained DNNs. Veer-
abadran et al.>* further demonstrated that subtle adversarial perturbations, designed to alter
the classification decisions of artificial neural networks, also influence human perception in
forced-choice classification tasks. This influence is observed even with brief image exposures
or extended viewing times, suggesting that both humans and machines are sensitive to subtle,
higher-order statistics of natural images. Gaziv et al. "> extended this work by showing that

robustified ANNG can discover subtle image perturbations, called ”wormbholes,” that can sig-
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nificantly disrupt human perception and categorization, challenging the prevailing assump-

tion that human perception is robust to small image perturbations.
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Methods

In this section, we will present the methods used in this thesis
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3.1 THE DATASET

3.1.1 IMAGENET

The ImageNet dataset, introduced by Deng et al.®, comprises over 14 million images hand-
labeled across a vast hierarchy of 1000 categories. This dataset has been instrumental in fuel-
ing the development and evaluation of image classification and object detection algorithms.
Its large-scale and diverse nature have made it a benchmark for assessing model performance
and advancing the state-of-the-art in the field.

ImageNet’s diverse image categories have made it the default training ground for many
computer vision models. The models in use here are pre-trained on ImageNet as it gives a
strong foundation for recognizing general visual features, facilitating transfer learning to the

face data set that has more limited data.

3.1.2 THE FACES DATASET

Human and monkey faces were collected from the web and from photographs taken in the
lab to combine into 250 images per category. Monkey face images were excluded if they were
at very oblique angles.

The original images used for generating distorted images were kept separate from the sets
of 250 clean images per category used for establishing baseline accuracy. The original human
faces images were obtained from the Chicago Face Database. We used 40 different images
for each of four main type of manipulation method (interpolation-based, model ensemble,
gray box, and non-targeted image degradation), totalling 160 original images. The original

monkey faces were a set of 40 images used across all manipulation methods.
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Figure 3.1: Original image and edge only image

3.1.3 AUGMENTED FACE DATASET: EDGE AND STYLE TRANSFER

I chose to use two additional data augmentations that are later used to train different models.
Making an augmented dataset came from the common issue in CNNs'® that they are overly
sensitive to texture and this might have impact the creation of the adversarial images. To

16

solve this issue I followed two paths, one recommended in'® making the network completely

agnostic to texture, and another keeping the original images but adding edge detected images.

* Edge augmentation: We passed the image through a Sobel filter that allows to compute
a local gradient and extract where the images are changing the most. This creates an
edge detection function and then normalizing the image to a o-255 range allows to

create an image showing only the edges of the original one;

* Style transfer augmentation: We utilized a style transfer method developed by Huang
and Belongie** to apply artistic styles to photographs. This technique allows us to
transform images into ones mimicking the style of different artists and paintings. This
approach can apply any style to any image. The approach uses a pre-trained encoder
(typically based on VGG-19) to extract feature maps from both content and style im-
ages. The encoder analyzes both the content image (the monkey and human pictures)

and the style image (the artwork whose style we want to copy).

20



Figure 3.2: Original image side to side with different style transfers on to the same image

It breaks down these images into essential features and then aligns the mean and vari-
ance of the content features to match those of the style features. This operation trans-
fers the style information while preserving the content structure. Finally, the decoder
takes this combined information and reconstructs itinto a new image that has the con-
tent of the original photograph but the artistic style of the chosen artwork. This entire
process happens in one forward step, making it possible to experiment with many dif-
ferentstylesin real time. The GitHub repohttps://github.com/naoto0804/pytorch-AdaIN.
git is also impressively well-coded and allows for an out-of-the-box execution by fol-

lowing simple steps in the readme;

3.2 STATISTIC TOOLS

3.2.1  SVM

Support Vector Machines (SVMs) are a type of supervised machine learning algorithm used
for classification and regression tasks. They work by finding an optimal boundary (a hyper-
plane in high-dimensional space) that best separates data points into different classes. This
boundary is chosen to maximize the margin, which is the distance between the hyperplane
and the nearest data points of each class. These nearest points are called support vectors, as

they are the most critical data points in determining the position of the hyperplane. SVMs
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can handle both linear and non-linear data by using kernel functions, which transform the
data into a higher-dimensional space where a linear separation might be possible. SVMs are

known for their effectiveness in high-dimensional spaces and with limited data samples.

3.2.2 PCA

Principal Component Analysis (PCA) is a dimensionality reduction technique that simpli-
fies complex datasets while preserving essential information. It works by identifying the di-
rections, known as principal components, in which the data varies the most. These principal
components are orthogonal to each other, ensuring that they capture distinct aspects of the
data. The first principal component explains the largest amount of variance in the data, the
second principal component explains the second-largest amount of variance, and so on. By
transforming the original variables into these new, uncorrelated principal components, PCA
reduces the dimensionality of the data while retaining the most important information. This
makes it easier to visualize, analyze, and interpret the data, particularly in high-dimensional

datasets where patterns and relationships may be difficult to discern.

3.2.3 PEARSON’S CORRELATION

DD 7 Rt i)
V2 = 23— )

Pearson’s correlation, also known as Pearson’s r, measures the strength and direction of

r

(3.1)

a linear relationship between two continuous variables. To compute it, we first calculate the
covariance, which assesses how much the variables change together. The covariance is then
normalized by dividing it by the product of the standard deviations of both variables. Stan-

dard deviation quantifies the amount of variation or dispersion of a set of values. The re-
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sulting Pearson’s correlation coefficient ranges from -1 to 1. A value of -1 indicates a perfect
negative linear relationship, o indicates no linear relationship, and 1 indicates a perfect pos-
itive linear relationship. The absolute value of the coefficient represents the strength of the

correlation, while the sign indicates the direction.

3.3 MODELS

3.3.1 RESNET50

ResNetso, a deep convolutional neural network architecture, was employed in this study due
to its proven efficacy in image classification tasks. This so-layer network, introduced by He
et al.*°, utilizes skip connections to address the vanishing gradient problem common in very
deep networks. These skip connections, also known as residual connections, allow the net-
work to learn residual functions with reference to the layer inputs, facilitating the training of
deeper networks. ResNetso’s architecture consists of five stages, each comprising multiple
convolutional layers followed by batch normalization and ReLU activation functions. The
network’s depth allows for hierarchical feature extraction, potentially capturing both low-
level features (e.g., edges and textures) and high-level, abstract representations relevant to our
image analysis tasks. We used a pre-trained version of ResNetso on the ImageNet dataset
and fine-tuned it on our specific face data to leverage transfer learning, thereby enhancing
the model’s performance on our specialized task while reducing training time and data re-

quirements.
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ResNet50 Model Architecture
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Figure 3.3: ResNet50 model schematic

3.3.2 RESNETSO WITH MODIFIED INPUT AND OUTPUT LAYERS

The ResNetso being trained on imagenet had as input 3 channels images and outputs a
number between one and 1000 as the category of the image. However, our face dataset is
in grayscale and we want the result of the prediction to be only a human face or monkey face
and not a number between o and 100o. To address these issues we added an input layer with
a convolution filter of 1x1x3 to keep the image fixed but simply push it into three channels.
This filter was initialized at 1 to keep the image intact just across the three channels, however
it was free to learn during the fine-tuning.

For the output layer modification, we started by running the training images through the
network without the last layer, to get a higher dimensional response that has already extracted
all the interesting features of the images and that should be capable of classifying any imagenet
image into the relevant category. Using this data, we fitted an SVM to try to separate the two
categories from the output of the layer before the last. This method gave very good results
for the SVM, and we, therefore, took the parameters of the separating hyperplane to use as

parameters for the last layer of our network. These modifications allowed us to transform

24



a pre-trained Resnetso with performant feature extraction weights into a model specifically

made for classifying our grayscale images into the two categories.

3.4 TRAINING

3.4.1 RESNET FINE TUNING

Despite the last layer of the network being built from an SVM hyperplane splitting the face
dataset into two ’perfect’ splits, we observed that fine-tuning the model on the same training
set that was used to create the hyperplane yielded better results. This can be explained by the
way the SVM is made, only depending on the support vector points and not using the weight
of the other points. We therefore fine-tuned our models using the training set for so epochs,
20 batch size, and o.o1 learning rate this allowed us to reach a validation set performances of

100% accuracy on the vanilla neural network.

3.4.2 ADVERSARIAL TRAINING AND MODEL ROBUSTNESS

With the goal in mind to reproduce and build upon Gaziv et al.’s "’ results on adversarially
robust neural networks being better models for the vision, one critical method is the training
of neural networks with the desired robustness level. To achieve this we used two different
methods, both using the robustness library maintained by the Madrylab. The first method
is to take a normal pre-trained ResNetso, apply the steps described above for fine-tuning to
get a functional network, and then apply the adversarial training from the robustness library
to fine-tune our model. The other option is to start from an already robustly pretrained
ResNetso such as those from the Madrylab’s hugging-face’s repo. In this case, all the weights

of the network are already trained to be adversarial robust to the level we wish, and we can
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prepare it in a similar way to the original neural network, needing only a few fine-tuning
steps. This second method also gives us reassurance in the fact that the models have been
trained enough to reach the desired robustness level. Due to having 15 models to train from
the 3 different training sets, and s different robustness levels we chose, the already robustly
pre-trained neural nets allowed for faster training (still keeping the robust training during
fine-tuning) and was what we used.

To enhance the resilience of our ResNetso model against adversarial attacks, we em-
ployed adversarial training, a technique where the model is exposed to intentionally per-
turbed images during the learning process. We utilized the Projected Gradient Descent (PGD)
algorithm to generate these adversarial examples. PGD is an iterative optimization process
where, starting from a clean image, small perturbations are gradually introduced in the direc-
tion that maximally increases the model’s error. These perturbations are constrained within
adefined limit (¢) to ensure they remain subtle. The process is repeated for several steps, with
each step involving a calculation of the loss gradient (the direction of greatest error increase)
and then a projection back to within the allowed perturbation limit. By training the model
on both clean and adversarial examples, we aimed to force it to learn features that are robust
to (PGD-based) adversarial perturbations, ultimately improving its overall resistance to ad-
versarial attacks. The epsilon parameter is the one we refer to as the robustness level of the
network, as it is the limit until which the model is trained and therefore should be robust to
attacks up to this point.

One might also wonder why not choose all the time a very large robustness level to be
able to resist any attacks.

This can be quickly answered by the 'no free lunch’ rule: The more robust a model is, the
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less accurate it gets. As an example, we can use a toy idea of having unlimited pixel budget to
attack the human face images, and we can therefore transform it completely into a macaque
face. A infinitely robust model would therefore be trained to classify macaque faces into hu-
mans and vice versa, making the model predictions completely wrong. Therefore at epsilon
= 5, since the model only has 50% of correct predictions on imagenet, we do not look into

more robust models.

3.5 ADVERSARIAL METHODS

* Linear Interpolations:

Xadv = (1 - 2~)x + lxtargew (32)

We used linear interpolation to create a smooth transition between two images. This
method blends pixel values, creating a series of morphing images. We chose the goal

image by measuring distances between images in each set and selecting the closest ones.

* Aligned Linear Interpolations:

Aligned linear interpolations (ALI) improves on standard linear interpolation by adding
an alignment step. This helps preserve image structure and semantics better. Unlike
regular interpolation, ALI tries to match features or regions between input images be-
fore interpolating. We again measured distances between aligned images and picked

the smallest one for our attack images.

* Cycle Generative Adversarial Networks (GANS):
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CycleGAN is a deep learning model that excels at translating images between two dis-
tinct categories without relying on paired training examples. It achieves this using two
generator networks, each responsible for converting images in one direction, and two

discriminator networks, which evaluate the authenticity of the generated images.

The model’s core innovation lies in its cycle consistency loss, which enforces a con-
straint that the translation process should be reversible. This means an image trans-
lated from category A to B, and then back to A, should closely resemble the original
image. This clever mechanism, combined with adversarial training from the generator
versus the discriminator of a traditional GAN, enables CycleGAN to learn complex
mappings and produce high-quality image translations. In the case here, the two cat-
egories are human faces and monkey faces however, to respect the pixel budget con-

straints, a linear interpolation from the original to the new category image is done.

Model Ensemble:

Adversarial images were created for a group of convolutional neural networks (CNNs).
ImageNet pre-trained CNNs were fine-tuned on human and monkey face categories,
making an ensemble of 14 fine-tuned CNNs including Inception, ResNet19, ResNeXt2o,
DenseNet21, and SENet22. Adversarial images were made for this ensemble using it-

erative gradient descent.

Gray-box Methods:
These methods were based on a substitute model of macaque visual neuron responses.

A fine-tuned ResNet-101 from the ensemble above was used as the model of primate

vision. A linear mapping was fitted from the last convolutional layer to the responses
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of neurons, using a dataset with about 1,000 pictures of faces and other objects. The
model captured around 40% of response variance on held-out images. The modeled
neurons were recorded in the same chronic recording array for neurons used in later
experiments, but the model was fixed for making images before testing any of them.

This neuron-fitted CNN acted as a model for the primate visual system.

To create adversarial attacks, either two or four different methods were used, depend-
ing on the attack direction. Two objective functions were tested: iterative gradient
descent with or without l2-projection (12-PGD). The [2-PGD projects to a fixed noise
level at each step of gradient descent. This was applied in both directions on all neu-
rons modeled by the network and is called the pattern method. The exploration of the
results showed that one neuron seemed to respond to monkey features. So, another
method called single neuron was created, which tried to optimize a human image for

this specific neuron to make it fire to monkey faces.

3.6 EVALUATION OF IMAGES

3.6.1 SUBJECTS

Three adult male monkeys were included in this study: two macaca mulatta (9-12 kg; 5-
13 years old) and one macaca nemestrina (13 kg, 11 years old). The monkeys were kept in
standard quad cages with 12/12 hr light/dark cycles. Before training, custom-made titanium
headposts were implanted on the monkeys. After several weeks of fixation training, a second

surgery was performed to implant arrays.
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Figure 3.4: Image of the MRI of the probes

Monkeys P, R, and Br were implanted with chronic microelectrode arrays (MicroProbes,
Gaithersburg, MD). Recording sites were targeted to the medial-lateral (ML) face patch for
monkeys P and R and the anterior medial (AM) face patch for monkey B1. The array targets
were found using fMRI aligned to CT scans, and during surgery, landmarks from the CT
scans were used. After surgery, the locations were confirmed with a second CT scan.

Extracellular electrical signals were recorded using the Omniplex data acquisition sys-
tem (Plexon, Dallas, TX). All surgeries were performed under general anesthesia and sterile
technique. The procedures on non-human primates were approved by the Harvard Medical
School Institutional Animal Care and Use Committee and followed NIH guidelines from
the Guide for the Care and Use of Laboratory Animals.

Human behavioral experiments were conducted online on Amazon Mechanical Turk.
All participants provided informed consent and received monetary compensation for par-
ticipation in the experiments. The experiments were conducted according to protocols ap-

proved by the Institutional Review Board at Boston Children’s Hospital.
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3.6.2, QUANTIFICATION OF IMAGE CHANGE

The amount of image change (noise level) was quantified in some cases as Mean Squared
Error and in some others as the L2 norm. These are explained by a different measure of noise
used in ** that we used as a sanity check and the ** manuscript that chose 1o MSE and our use

of this data later on.

1

MSE= L 370, )" (33
i

1 g N
L= |3 (E% _ xz,-)) - /2552 . MSE ~ 0.8784v/MSE. (3.4)
i

2

x" and x are a pair of images, and i, j index N total pixels. All images were standardized
to a size of N = 224 x 224 pixels, with one-channel (gray scale) and pixel values in the range
o-255. When the image size is fixed, the MSE is related to the l2-norm of an image change

with pixel values in the range o-1 3.4.

3.7 NEURAL EVALUATION OF IMAGES IN MACAQUES

3.7.1 NEURON-LEVEL EXPERIMENTS

We recorded how neurons responded when we showed images to the monkeys during a pas-
sive fixation task. We displayed the images on an LCD monitor (ASUS VG248, 165 Hz)
placed 57-61 cm from the monkeys. The monkeys fixated within a 1.5-3 degree window in
exchange for juice rewards. We tracked their eye position using an infrared eye tracker (Eye-

Link, Ottawa, Canada). The images were 4 degrees of visual angle in size and we showed them
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in random order in the neurons’ receptive fields. Each image appeared for 100 ms, witha 150
ms gap between images for monkey 1 and 400 ms for monkey 2 because recorded neurons
had slower responses. We used an analog photodiode signal to align image onset times with
the neural data.

We calculated neuronal responses as firing rates within a specific time window after the
image appeared, averaged over trials. We chose this response window for each session to max-
imize split-half self-consistency (how consistently a neuron responds to the same image). For
monkey 1, the response windows started between 60—90 ms and ended between 240-280
ms. For monkey 2, they started between 125-180 ms and ended between 340-400 ms. We
only used visually selective units, which we defined as those with a split-half self-consistency
higher than o.1. This o.1 cutoft is generous based on previous experiences and previous work.
We got similar results when we tried different selection criteria. Before further analysis, we

standardized each neuron’s responses to have zero mean and unit variance across images.

3.7.2 QUANTIFYING NEURON DECEPTION SUCCESS

Neuron-level deception success was quantified using linear Support Vector Machines (SVMs)
as implemented in the Python package "scikit-learn”. SVMs were trained separately for each
experimental session. The SVMs were trained to categorize clean images (two-way catego-
rization) using the corresponding neuronal responses. For example, in the monkey—human
perceptual change direction, the SVMs were trained to classify each image as either a monkey
face or a human face. We trained SVMs with balanced samples for 250 train-validation splits,
leaving two images out (one from each class) in turn in each split. We trained both linear

and radial-basis function (RBF) SVMs, resulting in a total of soo classifiers per experimental
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session. The trained SVM was used to classify the held-out clean images, distorted images,
and control images.

We measured perceptual shift success for each image as the fraction of classifiers that clas-
sified it as the target class. This value was between o-1 but usually close to either o or 1. We
further averaged this value across sessions and monkeys.

We also used the distance to the SVM hyperplane to measure neuron deception. This
measure averaged across sessions and monkeys, let us quantify more precisely how far inside
or outside the target category the attack images were. We scaled and shifted this number so

that -1 represented the original category and 1 represented the target category.

3.8 BEHAVIORAL IMAGES ASSESSMENT BY HUMANS THROUGH MECHANICAL TURK

3.8.1 BEHAVIOR-LEVEL EXPERIMENTS.

Subjects on Amazon Mechanical Turk were invited to perform an image categorization task.
They were instructed to determine "whether each image is a human face or a monkey face”.
Subjects were instructed to "Make your best guess. Sometimes, it may be hard to determine
the correct answer.” To answer, subjects pressed the left arrow key for ’Human face” and
the right arrow key for "Monkey face”. Each image was presented for 1.5 s. There was no
time limit for a response. No feedback was provided. Distorted images were randomly and
evenly intermixed with clean images, which allowed us to monitor performance. We selected
subjects with > 95% accuracy on clean images to include in further analyses. Responses were

collected from 4-5 subjects per image.
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3.8.2 QUANTIFYING BEHAVIOR DECEPTION SUCCESS

Behavior-level deception success was quantified as the fraction of subjects that chose the
target category for each image (each subject only saw each image once). Success rates for a

method at a given noise level were calculated as the average success over images.
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Results

4.1 REPRODUCTION OF GAZIV ET AL. RESULTS:

Replicating Gaziv et al.’s findings on the vulnerability of image classification models and the
effectiveness of adversarial training allowed to validate my models and methods. Previous
research demonstrated the vulnerability of standard image classification models (like the ep-

silon = o ResNet-50) to adversarial perturbations,
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Gaziv et al. results reproduction
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Figure 4.1: Misclassification of ImageNet categories in function of the adversarial budget (12 budget) showing across
different robust models (zero being a non-robust model and five being the most robust model in our case)

highlighting the need for robustly trained models. The replication of results reaffirms the
susceptibility of unmodified models to minor image alterations and validates the effective-
ness of adversarial training in improving model resilience. Notably, the results illustrate that
models trained with higher epsilon values exhibit increased resistance to perturbations, con-
firming the efficiency of this approach in enhancing robustness. This replication establishes
a solid foundation for my thesis using validated methods and models having consistent be-

havior under perturbation performing as expected.

4.2 GENERATION OF ADVERSARIAL IMAGES:

Having validated methods, we moved to the face dataset to see if we could demonstrate similar
robustness of adversarially trained models on the binary classification task rather than the

1000-way classification on imagenet. In a binary classification, the model has to classify the
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attack image as the other class whereas it can be any of the other 999 classes in the imagenet
case. Moreover, the face images are centered and scaled to take the full image space whereas
categories in imagenet might only take a small portion of the image. These two factors make
the creation of adversarial attacks from the face dataset more difficult.

We can see in Fig 4.2 that the trends observed by Gaziv et al are also present in our case,
where the models do not get fooled as easily at the lower levels but with higher pixel budgets
the models get fully fooled. One important thing to notice here is the switch from I2 noise
levels ranging from 1 to so in the reproduction of ** to 10 noise levels ranging from 12.4 to
2.4.8 (MSE 200 to 800). This range is explained by a different measure of noise used in the **
manuscript that chose 10 MSE rather than the ]2 norm and our use of this data later on. The
two being linked monotonically the choice of one or the other does not make any difterence.
On the other hand, the choice of the range has a large impact, as a budget too small will not
manage to fool the network and one too large can fool it by simply changing all the pixels.
Moreover, budget steps being too large can cause aloss of information in the transition region
between zero to full adversarial attack success.

The figure panel C illustrates in more detail the attack success rates by showing the per-
formance of all robust models against images created from all models. This is also shown
depending on the attack direction human to monkey (ham) and monkey to human (mzh).
We can see that the more robust a model is the less it gets fooled by the attackers from the
non-robust models. The more robust models are only sensitive to their own attack or the
ones from the higher robustness. However, models tend to get more fooled by attacks from
themselves than from more robust models. We can moreover observe that in the ham at low

noise level, the attacks have a lower misclassification rate than in the m2h attacks.
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Results reproduction with the face dataset
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Figure 4.2: Misclassification of human and monkey faces in function of the adversarial budget (12 budget) showing across
different robust models (zero being a non-robust model and five being the most robust model). A shows very similar results
compared to Gaziv et al., while figure B and C are more zoomed in to the results of interest, and the attacks across the
different models. 3 8
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Figure 4.3: Example on 4 different images of attack using different noise budgets, robustness level, and training sets



Fig 4.3 shows examples of attacks on 4 images using 4 noise levels (as the lines), 3 robust-
ness levels (in the columns groups), and 3 different training data (groups of 3 columns). The
more robust a model is, the more effective the attack feels to our vision. Furthermore, as we

may expect, the more pixel budget an image is allowed, the more realistic the images look.

4.3 PRELIMINARY BEHAVIORAL AND NEURAL RESULTS ON ROBUST-MODEL-GENERATED

IMAGES:

I created adversarial images for robustified models. Will Xiao helped a pilot experiment to
show attack images, mixed with some of the clean training images, to a macaque and collected
neural responses to these images. Using the training images, we fitan SVM to separate human
faces from monkey faces with a success rate of 95%. Using this SVM we projected the attack
images and also quantified the the success rate of these attacks under binary classification.

We can see in Fig 4.4 that the two attack directions differ greatly in the success rate of
targeted attacks in each direction. Indeed in the ham direction, the robustness level of the
image generation model barely has any effect on the classification mean error which never
reaches above 5%. On the other hand, in the m2h direction, more robust models generated
more effective adversarial images for monkey neurons up to epsilon = 1; the images reached
75% of efficiency in fooling the monkey at epsilon = s.

We moreover tested two different types of Resnetso, one normal, and one wide resnetso.
The main differences between those two are the width of the channels and therefore, the
training time. However, we can see 4.4 that the wide ResNet does not bring advantages, and

it was therefore investigated no further for the rest of the thesis.
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Figure 4.4: Mean percentage change in macaque neural data as a function of the robustness level of images at noise budget
7: We see the misclassification rate in h2m direction and m2h direction of both regular and wide Resnet50 used to create
attack images. Notably, a large difference in misclassification can be observed between the h2m and m2h categories

4.4 INVESTIGATION OF THE ATTACK EFFICIENCY IMBALANCE BETWEEN THE DIREC-

TIONS

A big question throughout the study has been why is there such a difference in the eficiency
of the attacks depending on the direction. This first pilot study in section 4.4 clearly shows
this imbalance with the attack images barely reaching a 5% success rate in the case of ham and
75% in the m2h case. I investigated different hypotheses to try to explain this throughout the
thesis.

The first one was that the model was only learning the texture of the faces and not the

16

shapes from it as was suggested by '°. I therefore created three new model training categories:

* edge training:
Adding images preprocessed by edge detection, to encourage the model to learn the
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Results reproduction with the face dataset across methods
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Figure 4.5: Misclassification of human and monkey faces in function of the adversarial budget (12 budget) showing across
different robust models (zero being a non-robust model and five being the most robust model in our case) and different
training sets (edge augmentation and texture augmentation). Only models with robustness 3 or 5 are not fully fooled and
do not disappear in the horizontal line at misclassification 1.

shapes while keeping the texture knowledge.

* texture agnostism:
Using style transfer to augment the data and become completely texture-agnostic and
only rely on the shapes.

* Random croping:

The images were randomly cropped to try to encourage the model to learn individual

parts of the face.

I quickly rejected the third option as it did not make good predictions, and became even more
dependent on texture.
The figure4.5 shows the same results as Fig 4.2B shown across our two new ways of train-

ing the model now. We can see that only noise levels 3 and 5 are not fully fooled by the noise
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levels we are interested and this is the case in the regular but also edge training and texture
agnostic. All the other robustness levels overlap the horizontal line at err = 1. We conclude
that regular training is more robust than the other two training sets, as it gets less fooled by
the attacks at lower levels.

However, this plot only shows the results of one model on its own attack images, so it is
interesting to compare how the models do against other adversarial attacks.

In Fig 4.6, we have a complete plot of how the models get fooled by images created under
different conditions, the red lines representing the texture-agnostic adversarial images and the
blue ones the edges images.

We see the efficiency in fooling 15 differently fine-tuned Resnetso depending on the pixel
budget allowed for the adversarial image. The different training sets with the augmentations
are grouped by columns of 3 and the s different robustness levels can be read across the rows.
There are then the 2 attack directions, represented by the groups of 3 columns, the first 3
being the ham direction and the last 3 being the m2h direction.

We can observe with no surprise that the more robust a model is the more difficult it
becomes to fool. Surprisingly, we observe in the most robust models (the last row) that the
regular training is partly robust to both attacks at low levels, the edge training gets easily fooled
by the edge model images created with high robustness and the same goes for the texture
models.

We can see that the strong edge training attack is also fooling the texture agnostic models
in the ham direction, whereas the strong texture attack images manage to fool the edge model

in the m2h context.
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Figure 4.6: In-depth observations of misclassification rates per model in function of the noise budget and attacks that are
no longer only made from the model itself. The rows represent different robustness levels of models, the columns grouped
by 3 represent the attack direction, h2m in the first 3 and m2h in the last 3, and inside these groups, there are 3 different
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the robustness of the model, the stronger the robustness the darker the color.
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Comparing the regular models (columns 1 and 4), we can observe in the first rows of
models stronger robustness in the m2h direction, however, this trend inverses in the most
robust models (the lower rows) where the m2h direction is more susceptible to adversarial
attacks.

A similar trend however to a lesser extent is also seen in the edge columns (2 and 5) where
the first row h2m is more susceptible to attacks then m2h but the lower rows follow an op-
posite trend.

In the case of texture, it is not so clear, a similar trend seems to emerge but the last row
goes against it with a stronger adversarial sensitivity in the ham direction.

One hypothesis to explain this trend could be that adversarial training is effective in the
h2m direction which is in the non-robust case more susceptible to attacks. The adversarial
training would focus on solving these particular attacks, not touching the m2h attacks.

The two model augmentations gave satisfactory results and images that seemed more re-
alistic to me. We therefore conducted a second pilot experiment using these attack images
along with the the regular model’s attack images on the same macaque studied previously.
Fig4.7 shows these results, indicating no obvious effects from the data augmentations used.
However, the success rate, which measures the mean of (binary) success or failure in fooling
the monkey, may obscure subtle effects of the data augmentation. Therefore, I further an-
alyzed the mean distance to the SVM hyperplane, a graded measure. From this, we can see
that the training set still doesn’t bring any particular advantages, we however see that at low
robustness the m2h attacks are already closer to the SVM hyperplane. Similarly to our first
pilot study, the robustness changes the efficiency of the model in the m2h direction but not

in the h2m one.
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Figure 4.7: Disruption level and distance to the hyperplane in function of the robustness level and the training set The

disruption fraction being the fraction of points crossing the hyperplane, it is interesting to look into how close or far the

points are to the hyperplane.



4.5 COMPARISON TO YUAN ET AL. ADVERSARIAL IMAGES:

Using our different models, it is possible to evaluate them on previously created images by *.
This evaluation is not yet possible on the images created by the new models as we only have
pilot data that contains only one noise level and no human psychophysics measurements.
These images created with a broad range of methods and different techniques have one
obvious advantage on the images I created as they have already been evaluated on Mechanical
Turk and have corresponding monkey neural responses. It is therefore possible to use them
to compare our model to aspects of vision in both primate species. Using the same figure or-
ganization as 4.6, we observe in fig 4.8 for the regular model and the edge data augmentation
in the ham direction that the more robust a model is the less susceptible it is to adversarial
attacks. In the texture agnostic model, we see that the epsilon = o model is only fooled to
some extent by the attacks, however, every robustness level except for the stronger one barely
gets fooled by the images and keeps close to o, as if the style transfer training had rendered
the model way more robust. Surprisingly, the most robust network gets fooled by the cycle
GAN interpolation, and the linear and aligned linear interpolations. In the m2h direction, all
three training sets perform similarly at the same robustness, with linear, aligned linear, and
GAN interpolations being effective in fooling the network on some of the images and the
other methods not working. The effect of robustness is small but the more robust network

resists a little better the adversarial images.
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Figure 4.8: Misclassifications of the images produced bycite in function of the different noise levels. Each row represents
the robustness of the network used to evaluate the adversarial images. The columns grouped by 3 represent the attack
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Figure 4.9: Mean misclassification rate of the macaque neural response in function of the pixel budget and attack methods:
The first row is the percentage change using an RBF SVM, and the second one using a linear SVM. The columns represent
the attack directions, h2m, and m2h. We can note the strong difference in misclassification between m2h and h2m starting
from level O.

4.6 COMPARISON TO NEURAL AND BEHAVIORAL DATA:

4.6. I ANALYZING THE NEURAL AND BEHAVIORAL DATA FROM YUAN ET AL.

To compare our models to the primate data, I analyzed the neural and behavioral data from 5+
and present them here in a way compatible with the model results.

We observe in Fig 4.9 that the neural data reveal the same results regardless of whether
a linear or RBF SVM was used, showing similar overall trend, and order of efficiency of the

different methods.
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Figure 4.10: Mean misclassification rate of the human behavior trials in function of the pixel budget and attack methods:
The first row is the percentage change using an RBF SVM, and the second one uses a linear SVM. The columns represent
the attack directions, h2m, and m2h. Interestingly we do not have this gap between h2m and m2h at level O.
In both cases, the ham direction with low budget has a low success rate, inferior for all meth-
ods to 10%. The success rate grows slowly with the noise budget to reach 40% in the most
successful method in the linear kernel, and 30% in the RBF SVM. We see that the linear inter-
polation and model ensemble are the least successful method in both SVMs barely reaching
10%. In the m2h direction, we also have a similar shape and curve organization across SVMs,
with aligned linear interpolation, cycle GANS, and linear interpolations being the most suc-
cessful method reaching 70% to 80% of percentage change in both cases atlevel ten. Overall it
is clear that the m2h direction has a higher success rate starting from the lowest noise budget,
and also has a steeper slope.

In plot 4.10 measuring the effect of the images on human behavior, we see that in both
directions, images at alow noise budget are completely ineflicient at fooling the human brain.

In the ham direction, we observe that the pattern and single neuron manage to reach the per-
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centage of change up to 50%. This is interesting as it shows that a gray box attack based on a
model of the macaque neural responses can efficiently fool the human brain. On the other
hand, thelinear interpolation, aligned linear interpolation, and model ensembles do not man-
age to reach more than 15% of the behavior change. For the m2h direction, we observe that
only aligned linear interpolation and linear interpolation manage to fool the human brain
to a large extent (over 70 %) whereas the graybox methods are not successful and only reach
10%(we only identified a neuron strongly responsive to monkey faces).

The cycle GAN method is in both cases slightly outperformed the worst methods but

does not rival the best-performing ones and reaches at noise level 10, around 25%.

4.7 CORRELATING THE MODELS AND PRIMATE DATA

We here compare the image creation techniques with a new objective. Until here we were
evaluating how successful a method of creating images was to fool or not a model or primate,
but we now compare the detailed error patterns of models.

We see in Fig 4.11 the correlation on image averaged levels between the human behavioral
data and the monkey neural data across all pixel budgets and through two directions. In the
h2m direction, we observe that the points are all aligned on the identity line, and despite some
methods having variations around it, they are all well correlated. In the m2h direction, we
observe that the points with the lowest efficiency are skewed and the monkey data is fooled
much more than the human data, with no attacks being on average less than 20% efficient. We
nonetheless see a strong correlation between human and monkey data and have a Pearson’s r
coefficient of 0.77.

We observe in 4.12 that in the m2h direction, the robustness and the training set of the
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Figure 4.11: Correlations between human and monkey data misclassification data This figure shows the correlation across
all pixel budgets of human and monkey results

network have very little effect on the performance, and the correlations between the models
and the monkey neural data are very high. The strong correlation regardless of training or
robustness is particularly impressive in the aligned linear interpolation, cycle GAN interpo-
lation, and linear interpolation attacks.

The pattern and single neuron methods were less effective in fooling the models com-
pared to fooling the monkey neural data. In all of the cases, the correlations for m2h attacks
are above 0.74, and even reach up to 0.86 in the best-correlated cases. In the ham direction,
the attack images are not as successful in the monkey neural data, and the success rate varies a
lot depending on the robustness and training set of the network. We observe that the attack
images do not reach more than 50% disruption in the monkeys, making all points closer to

the origin and more difficult to interpret.

52



% disruption DNN

€0

£0.1

£l

£3

£5

r: 0.45, =+ r: 0.55, s r: 0.56, = r: 0.82, = r: 0.86, =+ r: 0.78, ==
1A H o e
Qﬁu. [ f _@p
-4 » e d
".‘ s e .@g’. ... o
."‘i‘ . Y ] Y ) b A
D_I ‘. T _;‘- T ?ég T T T ‘h. T rlhl." T
r: 0.80, =+ r: 0.58, =** r: 0.49, =+ r- 0.83, =&* r: 0.85, =** r: 0.84, #*
l - -
. o
& g’ Wy o9
i -: - v L
25 L% L 6w’ P2
0 i _I'Q"‘ Iuﬁ e U ILl‘
T T T T T T T T T
r- 0.62, =+ r: 0.66, =+ r-0.23, % r: 0.84, = r: 0.86, =+ r: 0.86, =**
l — —
g» d .“‘
rd 4® i® r.‘_?
o e £ =
& . - i i@ e
0 1elie oy Y 1)
T T T T T T T T
r- 0.32, = r: 0.29, #* r- 0.20, r: 0.85, =¥ r- 0.84, ##* r: 0,84, #*
l - -
. - i
* g g ‘g'-"
[ ] L L,
:. g. o T -]

i ! r (il e L
D_'I_M—F _'lém_r' 'l_ﬁ. - T - T T ™ T
r.- 0.28, * r:0.23, * r:-0.24, * r: 0,81, =+ r: 0.74, #*+* r: 0.76, ***

l - -
o
- Lo
- LS
i ¥ .
ik 1N .
2 . o= 3,"‘." 'rr.;‘_!' d 14
o4 5B 1 .fes  { wes : B o :
0 1 0 1 0 1 0 1 0 0 1
regular edge texture regular edge texture
hZm m2zh

% disruption neural data

aligned linear interpoation
cycle GANs

linear interpolation
models ensemble

pattern met.

pattern met. proj. 12 GD
single neurcn

single neurocn proj. 12 GD

Figure 4.12: Percentage of misclassification of the neural network in function of the percentage of misclassification by the
monkey neural data across all pixel budgets showing the correlations and it’s statistical significance. Each row represents

the robustness of the network used to evaluate the adversarial images. The columns grouped by 3 represent the attack

direction, h2m in the first 3, and m2h in the last 3, and inside these groups, there are 3 different fine-tuning, regular, edge

data augmentation, and texture agnosticism. Each color dot in the plots represents attack images created by one particular

model, which can be seen in the legend. A surprising result is the similarity in the m2h correlations across all models.
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For the regular models, we observe that the model ensemble is very efficient in fooling
the vanilla model (robustness epsilon o), and all the other methods are fooled as much as
the non-robust model. In the 0.1 robustness case, the model is very correlated to the neural
monkey data and reach the highest correlation, of 0.8. In all stronger robustness cases, the
models gets less fooled by the images and the correlation therefore goes down with the most
robust model reaching 0.28.

The edge models get fooled more than the regular model with attacks from all methods
except for aligned linear interpolation that is over the identity line in both the epsilon o and
epsilon o.1 cases. The correlation for these models reaches a maximum in the epsilon 1 case
where the efficiency of the attack methods is more aligned to the monkey neural data and
reaches 0.66. After that, the models are more robust than the neural data and we can see that
all the points are under the identity line.

The texture augmentation models are in the case of ham the more robust to attacks, as
the vanilla neural network performs similarly to the monkey neural data, and the adversarially
trained neural networks are too robust and therefore not correlated. One outlier to this is the
texture-agnostic robustness at level epsilon = 5 where the aligned linear interpolation and
cycle GANS are effective at fooling the model in the same proportion as the monkey neural
data.

In Fig 4.13 having a similar organization row and column-wise as the two previous ones,
we can observe the correlation between model and neural data disruption rates across the dif-
ferent methods at only level ro. This allows us to see in more detail how each attack method
is correlated by having ro times fewer points. We chose level 10 as it is the most efficient one

in fooling the models.
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Figure 4.13: Percentage of misclassification of the neural network in function of the percentage of misclassification by
the monkey neural data at pixel budget 10. This allows us to measure the Pearson correlation between our models and
the neural responses shown in gray for each plot. Each row represents the robustness of the network used to evaluate
the adversarial images. The columns grouped by 3 represent the attack direction, h2m in the first 3, and m2h in the last 3,
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color dot in the plots represents attack images created by one particular model, which can be seen in the legend. Level 10
allows to have a clearer view of one attack method’s correlations using the value that is the most efficient.
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In the ham direction, we observe overall much lower correlations than in the m2h direc-
tion, however, there is a high variance in the causes of the low correlation. Indeed, we can
see that the regular and edge models at robustness epsilon = o0 and o.1 get fooled more easily
than the macaque neural data (points are above the identity line), but the stronger adversarial
networks are much more robust to the attacks and have the points under the identity line,
both leading to low correlation. The texture agnostic model in the ham direction is overall
more robust in all cases than monkey vision and performs poorly on all robustness levels.

In the m2h direction, there is a much stronger correlation with the lowest being 0.82
and the highest 0.95. We mostly observe that the 3 attack methods where the model was
susceptible (linear aligned linear and GAN interpolations) are very well correlated with the
neural data. In the other methods the models are more robust to the attacks than the macaque
vision, however, since the macaques are not very susceptible to the attacks it does not impact
a lot the correlation.

In Fig 4.14 showing the correlation between the models and behavioral human data, we
see in the m2h direction that the pattern method and the model ensemble are very inefhicient
for both human behavior and model. On the other hand, aligned linear interpolation, cycle
GAN, and linear interpolation are very effective and correlated in almost all cases, bringing
overall high correlations. In the h2m direction, we observe very similar results to the monkey
neural data case with a higher variance of the points around the identity line. The regular
vanilla model is fooled a lot by the model ensemble that has very little effect on human be-
havior, and the other attack methods are as effective in the models as in humans. The most
correlated regular model is at robustness epsilon = o.1 with correlation 0.68. In the more

robust cases, the correlation even goes down until reaching o.o1.
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Figure 4.14: Percentage of misclassification of the neural network in function of the percentage of misclassification by
the human behavioral data at all noise levels. This allows us to measure the Pearson correlation between our models and
the neural responses shown in gray for each plot. Each row represents the robustness of the network used to evaluate
the adversarial images. The columns grouped by 3 represent the attack direction, h2m in the first 3, and m2h in the last 3,
and inside these groups, there are 3 different fine-tuning, regular, edge data augmentation, and texture agnosticism. Each
color line in the plots represents attack images created by one particular model, which can be seen in the legend.
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Similarly, in the edge training set, the model gets fooled a lot at low robustness compared
to human vision, with all the points in the first two epsilon being above the identity line. As
the robustness goes up the points pass under the identity line and the model does not get
fooled anymore. We even reach a negative correlation at epsilon s.

In the texture case, we have similar results to the neural data. The vanilla model is the
most correlated with human behavior, but with the growing robustness, we have a decreasing
correlation that reaches -0.05 at epsilon 5. We also have outlier data from the aligned linear
interpolations and linear interpolations being effective against the epsilon = 5 texture model
even though it is not against the less robust models.

In this figure 4.15 showing correlations of models and behavior using only the level 1o
data, we can more clearly see which attack method is efficient and which isn’t. In the m2h
direction, we can see how the aligned and regular linear interpolation are almost as effective
in all cases, and how the pattern and model ensemble are not efficient in fooling the models
and the human behavior. We can also see that the cycle GANSs are overall more efficient in
the models but still manage to fool humans to some extent.

The ham direction shows similar results to the monkey-model correlation, with the at-
tack methods being efficient in the low robustness cases but not fooling the models with
higher robustness.

Figure 4.16 summarizes the correlations depending on the training set used across both
behavior and neural data, at all pixel budgets and at level 10. We can see that the m2h di-
rection is in all cases much more successful than the ham direction. These plots allow us to
select what models seem to be the most promising to model the visual responses to adversarial

attacks in primates.
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Figure 4.15: Percentage of misclassification of the neural network in function of the percentage of misclassification by
the human behavioral data at pixel budget 10. This allows us to measure the Pearson correlation between our models and
the neural responses shown in gray for each plot. Each row represents the robustness of the network used to evaluate
the adversarial images. The columns grouped by 3 represent the attack direction, h2m in the first 3, and m2h in the last 3,
and inside these groups, there are 3 different fine-tuning, regular, edge data augmentation, and texture agnosticism. Each
color line in the plots represents attack images created by one particular model, which can be seen in the legend.
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We can therefore say that across both data type, the regular model with robustness o.1 is the
best at modeling, followed by the edges o.1 and 1 based on their correlation with primate
data. We can also say that strong adversarial training is not a good solution as it brings a lower
correlation, especially in the ham direction.

Using this figure 4.16 we can also easily compare our models to human and monkey cor-
relations. We have Pearson’s R for ham of 0.75 and m2h o0.77 in the neural-behavioral cor-
relation case. Therefore we can see that model-human behavior correlation using the o.1
robustness regular model comes very close to the human-monkey correlation in the ham di-
rection(r = 0.68), and surpasses it in the mzh case (r = 0.82) and reaches even higher in the
m2h edge epsilon 1 with r = 0.87. In the model-neural behavior case, the correlations reach
even higher with r= 0.8 in the ham direction for the regular model and epsilon o.1 and r>=
0.74 in the m2h direction with the regular model and epsilon o.1, r = 0.83. Therefore, we can
affirm that at least the regular model with robustness = o.1 is more closely correlated to mon-
key neural data than the monkey-to-human behavior for adversarial classification tasks. The

model-to-human achieves similar correlation strength compared to the human-to-monkey.

4.8 INVESTIGATION OF THE ATTACK EFFICIENCY IMBALANCE BETWEEN THE DIREC-

TION (FOLLOWED)

We plotted the hyperplane distance instead of the success rate to the data from>* to see the
differences across different levels, as we did not have this data in the pilot studies.
We can see in Fig 4.17 which shows the distance to the SVM hyperplane that the imbal-

ance in the success rate is present.
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Figure 4.17: Mean distance of the test data to the SVM hyperplane in function of the noise level and the attack method
The first row represents the RBF SVM and the second row represents the linear SVM. The first column represents the
h2m direction and the second row the m2h. a negative distance represents that a point is still on its original side of the
hyperplane, whereas a positive distance is a point that is being classified on the other side of the SVM hyperplane. We can
see the average slope across all attacks, and we observe that the only difference in crossing the hyperplane is the origin
and not the linear dependence on the pixel budget.
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However, we can see that the average slope of the distance to the SVM hyperplane in function
of the level is almost identical, and only the original distance of the points to the hyperplane
changes. This means that the attack methods are in fact as efficient in both directions, but
that somehow the m2h direction is closer to the hyperplane at the same noise level. Therefore,
if we interpolate this curve to noise level o, the monkey images should be without any attack
closer to the SVM hyperplane.

To investigate this we would need to plot the distance of the clean test images to the SVM
hyperplane, however, as macaque experiments are expensive, we do not have the neural results
of the original test images.

Because of this, we investigated if our hypothesis holds in the model representations in
fig 4.18. We passed through the models the training images that are used to create the SVM
hyperplane and the test images that are then measured against the SVM hyperplane. We took
the activations from the last convolutional layer being 224*224, normalized the output and
then performed a PCA decomposition to get the first two principal components. We then
projected the training and test data to these two PCs and plotted the results.

We can see that the human face train and test dataset are completely overlapping, how-
ever, we see that the training set and the test set of monkey faces are not in the same distribu-
tion. Indeed the test set of monkey faces overlaps the PC projection of the human faces a lot
more than the training faces, and the test set also does not overlap a large space spanned by
the training set.

This confirms the hypothesis that the test set of monkey faces is closer to the human train-
ing set and therefore closer to the SVM hyperplane in the neural network space. Therefore,

with the fact that both directions have the same slopes in function of the pixel budget of the
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in function of different datasets. The five plots represent the 5 different robustness levels of the regular ResNet50. The
points are the activation of the last convolutional layer activation projected in two dimensions using the PCA decomposi-
tion of the training data. The goal of the PCA is to have a visualization of the largest variance in the data, this allows us to
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attacks, there is a strong argument for believing that the distribution imbalance also holds in
the monkey neural space. If this is true, it is logical that we observe a stronger success rate in

the adversarial attack.
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Discussion and future directions

5.1 DIscuUssSION

Our findings can be summarized as follows:
We successfully replicated the training results from ** using a face dataset instead of Ima-
geNet. This not only validates our methods but also extends the findings of ** to controlled

environments with binary choices. Interestingly, our model exhibited greater robustness
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than expected from its adversarial training. This could be attributed to the binary choice
setup, as opposed to the thousand-category classification in the original study. Alternatively,
it may result from fine-tuning an ImageNet-robust model on our new dataset as Imagenet
has a macaque category but no human one. Interestingly we also found out that the adver-
sarial training mostly impacts the ham direction in the models we have used.

Our results align with Guo et al.?, demonstrating that robust models can match or ex-
ceed human vision in terms of robustness, depending on the chosen robustness level and
data augmentation techniques. This result is moreover on a more controlled task using a 2-
way classification instead of a 1000-way classification, confirming the result shown that it is
possible to build a model as robust as primate vision. However, this finding requires careful
interpretation, as shown by’*, macaques can be trained to become more robust. Moreover,
methods such as pattern, single neuron, and model ensemble are designed to fool neural net-
works in ways similar to how robust neural networks are trained, potentially explaining their
resistance to certain attacks. On the other hand, our pilot studies making adversarial images
from the robust neural networks did not yield great efficiency at fooling the macaques, espe-
cially in the ham direction.

Correlating our results with human and monkey data, we found an optimal robustness
of o.1 using the regular training model. This suggests that primates may naturally develop
adversarial robustness equivalent to an epsilon of o.1, possibly due to exposure to challenging
visual conditions (e.g., heavy rain, fog) or other factors. Alternatively, this robustness could
stem from visual capabilities not explicitly trained in our models, such as partial object occlu-
sion or 3D spatial perception. Further investigation into these possibilities may require new

adversarial training approaches.
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Comparing the model correlations to the correlation between human behavior and mon-
key neural data, we saw that the o.1 model was more correlated to the monkey neural data
than primate data were together. Italso reaches close performances to the human data, human-
model correlation outperforming the inter-primate correlation in one direction but not in
the other. This result shows that the adversarially trained neural network can rival primate
vision at least on this set of attacks.

Contrary to our initial hypothesis, we found that the imbalance between attack direc-
tions is not caused by the model’s focus on texture alone. We had theorized that blurring
facial hair would suffice to shift classification towards the human category, while adding hair
texture to human faces would be too costly in terms of pixel budget. However, our second
pilot experiment disproved this theory, showing no significant differences between the regu-
lar model, edge data augmentation, and texture-agnostic model.

We identified the cause of the directional efficiency difference by analyzing the distance
to the hyperplane. Monkey face attack images were closer to the SVM margin than human
face images, although both directions increased linearly at the same rate with increased pixel
budget. This suggested either a linearity caused by luck at the tested noise levels or a dis-
crepancy in the original test images. PCA analysis of the training set used for SVM creation,
with subsequent projection of the test set, revealed that the test image neural network rep-
resentations are not in the same distribution as the training images, explaining the observed
imbalance. Another hypothesis is that the model, trained on imagenet with a macaque cate-
gory, has a wider internal representation of macaques explaining the fig 4.18, and the cause
for the similar slope is still to be determined.

To address this issue, one potential solution is to use noise level 1 for creating the SVM. As
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shown in Fig. 4.18, the test sets remain reasonably separable at this level. While this approach
assumes that noise level 1 attacks do not fool the monkey, it ofters a way forward without
additional data collection. Supporting this approach, Fig. 4.10 shows 0% monkey-to-human
misclassification at noise level o, compared to 20% in Fig. 4.9, suggesting that neural data

might also exhibit 0% misclassification at this level.

5.2 NEXT STEPS

The next crucial step is to achieve complete reproducibility of the images through attacks
using the robustness library. This is a critical bottleneck, as it currently prevents us from
proceeding to more resource-intensive experiments, namely collecting neural data from the
macaques and behavioral data via Mechanical Turk.

In parallel with developing attack images, I've begun setting up an Amazon Mechanical
Turk experiment. While it functions in the sandbox environment, it crashes upon release to
production. Resolving this issue is essential for collecting human behavioral data. Addition-
ally, I need to conduct toy experiments to establish a pipeline for retrieving and analyzing
data from MTurk.

Regarding macaque neural data, we’ve already completed two pilot experiments. By
combining this with data from previous images, I've developed a functional pipeline ready
for data analysis.

Once these preliminary steps are complete, we can proceed with data collection and analysis.

Looking further ahead, ’'m interested in exploring the creation of adversarial images us-
ing a diffusion model, as an alternative to the iterative fast gradient sign method that follows

the model’s gradient. I believe this approach could generate a new class of more realistic adver-
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sarial images. This idea seems realizable as diffusion models have already been used to create
attack images in the context of fooling a face recognition CNN while changing minimally the
face’'. This implementation would obviously need some engineering to be transformed for
a new goal, however, it shows that it is possible to use a diffusion model to create adversarial
images. If successful, it could potentially be applied directly to create adversarial images from
neural data, eliminating the need for a neural network as a brain model for attacks. This ap-
proach offers two key advantages: 1) attacks that are less prone to overfitting artificial neural
network weaknesses, and 2 the ability to train DNNs on biological adversarial data, poten-
tially yielding more accurate models of primate vision.

I feel truly fortunate to be able to continue this project with Will in the Livingstone lab
and take on some new ones during the course of the next year to continue combining neu-
roscience and machine learning. I once again want to thank everyone who has had a part in

making this thesis possible, it has truly been a great experience.
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